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Introduction

Yubico is the leading provider of simple, open online identity protection. The company’s
flagship product, the YubiKey®, uniquely combines driverless USB hardware with open
source software. More than a million users in 100 countries rely on YubiKey strong two-factor
authentication for securing access to computers, mobile devices, networks and online
services. Customers range from individual Internet users to e-governments and Fortune 500
companies. Founded in 2007, Yubico is privately held with offices in California, Sweden and
UK.

Disclaimer

The contents of this document are subject to revision without notice due to continued
progress in methodology, design, and manufacturing. Yubico shall have no liability for any
error or damages of any kind resulting from the use of this document.

The Yubico Software referenced in this document is licensed to you under the terms and
conditions accompanying the software or as otherwise agreed between you or the company
that you are representing.

Trademarks

Yubico and YubiKey are trademarks of Yubico Inc.

Contact Information

Yubico Inc

228 Hamilton Avenue, 3rd Floor
Palo Alto, CA 94301

USA

info@yubico.com
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1 Document Information

1.1 Purpose

The purpose of this document is to provide an in-depth explanation of the YubiKey
configuration process using the Cross-platform YubiKey Personalization Tool (earlier known
as YubiKey Configuration Utility).

The document does not cover a “systems perspective”, but rather focuses on the process of
configuring.

1.2 Audience

This document is intended primarily for readers with a technical/IT background. The
document assumes knowledge of basic security concepts and terminology.

Furthermore, basic knowledge of YubiKey concepts is assumed. More information about this
topic can be found in the “Related documentation section”

1.3 References

e The YubiKey Manual — Usage, configuration and introduction of basic concepts
e YubiKey configuration COM API — Describes the configuration component

¢ YubiKey Client COM API — Describes the client-side API

¢ YubiKey Server COM API — Describes the server-side API

¢ Yubico online forum — http:/forum.yubico.com

e RFC 2104 - HMAC: Keyed-Hashing for Message Authentication

e RFC 4226 — HOTP: An HMAC-Based One-Time Password Algorithm

1.4 Document History

Date Version Author " Activity |
2011-07-22 1.0 KL and SP New release
2012-05-14 1.1 ZD Changed document template

1.5 Definitions

Term Definition |

YubiKey device | Yubico’s authentication device for connection to the USB port

USB Universal Serial Bus

HID Human_lnterfaqe Device. A specification c_)f typical _USB devices used for
human interaction, such as keyboards, mice, joysticks etc.

AES Advanced Encryption Standard, FIPS-197

uiD Unit Identity, a.k.a. Private Id or Secret Id

Ticket A general term for an access code generated by the Yubikey, a.k.a. OTP.

OoTP One Time Password

Modhex Modified Hexadecimal coding
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2 Introduction

Yubico, a security company founded in 2007, with offices located in London and Stockholm
Sweden, for the European offices and in Sunnyvale California, for the North American office.

Yubico’s mission is to “make Internet identification secure, easy, and affordable for everyone”.
The Company offers a physical authentication device/token, the YubiKey, which is used to
provide secure authentication to web services and various other applications.

The YubiKey device is a tiny key-sized one-button authentication device, emulating a USB
keyboard and designed to generate a unique user identity and a one-time password without
requiring any software installed on the computer. When YubiKey is inserted to a USB port on a
computer and the illuminated button on the device is pressed, YubiKey sends an OTP (One
Time Password) to the computer as a sequence of keyboard characters, thus saving the user
from typing.

The Yubico Personalization Tool is a cross platform utility (working on Windows, Linux and
MAC) designed to configure the YubiKey. The utility follows a simple step-by-step approach to
make configuration easy to follow and to understand, while still being powerful enough to
exploit all functionality both of the YubiKey 1 and YubiKey 2 generation of keys.

The YubiKey Configuration Utility provides the following main functions:
Programming a YubiKey in dynamic “OTP” mode

Programming a YubiKey in static “password” mode

Programming the YubiKey in OATH-HOTP dynamic “OTP” mode
Programming the YubiKey in Challenge-Response mode

Checking the type and firmware version of a YubiKey

The YubiKey Configuration Utility provides basic means of batch processing where a larger
number of keys can be configured sequentially.

Configuration input can be randomized or increased in sequential order. Output of the
configuration process can be written to a text file which later can be imported into various
Yubico applications.

Cross-platform YubiKey Personalization Tool © 2012 Yubico. All rights reserved. Page 6 of 54
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3 Background and Pre-Requisites

Before installing the cross-platform YubiKey Personalization Tool, the following pre-requisites
need to be met:

3.1 System Requirements

The cross-platform YubiKey Personalization Tool is available for Windows, Linux and MAC
OS X platforms. The cross-platform tool has the following system requirements on each
platform:

3.1.1 Windows Platform
The YubiKey Personalization Tool is designed to run on all Microsoft Windows Win 32 and 64
bit environments from Windows XP and onwards.

3.1.2 Linux Platform
The YubiKey Personalization Tool can run on any Linux based system. The Graphical User
Interface is required for running the application.

3.1.3 MAC OS X Platform
The YubiKey Personalization Tool is available for the Intel based MAC OS X.

3.2 Random numbers

3.2.1 Windows Platform

Wherever random number generation is used in the application, the random values are
generated using the Win32 Crypto API function CryptGenRandom, which should satisfy most
needs. There is no special seeding or additional obfuscation added.

3.2.2 Linux Platform

Wherever random number generation is used in the application, the random values are
generated using any one of /dev/srandom, /dev/urandom or /dev/random devices. First the
application tries to open and read random bytes from the "/dev/srandom" device. If the device
is not found or random bytes cannot be read, then it tries to achieve the same thing with the
next device i.e. "/dev/urandom" and so on.

3.2.3 MAC OS X Platform

Wherever random number generation is used in the application, the random values are
generated using any one of /dev/srandom, /dev/urandom or /dev/random devices. First the
application tries to open and read random bytes from the "/dev/srandom" device. If the device
is not found or random bytes cannot be read, then it tries to achieve the same thing with the
next device i.e. "/dev/urandom” and so on.

Cross-platform YubiKey Personalization Tool © 2012 Yubico. All rights reserved. Page 7 of 54
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3.3 Security and cryptographic practices

The user must be aware of the appropriate security and cryptographic practices needed to
maintain the integrity of the generated configurations.

There is absolutely “no black magic” with the application in this respect, but because
cryptographically sensitive information is handled and potentially read from and/or stored on
persistent local storage, security aspects need to be fully understood.

Cross-platform YubiKey Personalization Tool © 2012 Yubico. All rights reserved. Page 8 of 54
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4 Installation

Please follow the steps below to install the cross-platform YubiKey Personalization Tool for
Windows, Linux and MAC platforms

4.1 Downloading the cross-platform YubiKey Personalization Tool

Please download the latest YubiKey Personalization Tool for your platform from the link
below:

http://www.yubico.com/personalization-tool

4.2 Installing the application

The YubiKey Personalization Tool is a stand-alone application that runs without any other
dependencies. This means that the application file alone can simply be copied to a second
computer without running the installer.

421 Windows Platform

1) Download the Cross-Platform Personalization tool for Windows

2) Double click on the downloaded “YubiKey Personalization Tool Installer-win
signed.msi” file

3) The setup wizard will start as shown in the image below:

i Yu biKey Personalization Tool

Welcome to the YubiKey Personalization Tool Y/} biCO
Setup Wizard

The installer will guide you through the steps required ta install Yubikey Personalization Tool on your
computer.

WARNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Click on the “Next” button.

4) Select the desired installation folder. By default, the tool will be installed in the
“Program Files” directory of your Windows boot partition

Cross-platform YubiKey Personalization Tool © 2012 Yubico. All rights reserved. Page 9 of 54
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¥ ubikey Personalization, Tool |£

Select Installation Folder yubico

The nstaller wil nstall Y'ubi ey Personalzation Tool to the following foldsr,
Tainztall in this folder, chick "Mext”. Toinstall to a diferent foldes, enter it below on click "Browsa",

Folder:
C:AProgram FlesYrubicoyYubiKey Personslization T ool [ Browee. .

e

| DiskCost. |

Inztall *fubiey Perzonalzation Tool for vourzell, of far anyone who uses this computer;

(®) Everyone
() Just me

| Cacel || <Back || Mewt» |

Click on the “Next” button

5) Atthe “Confirm Installation” screen, click on the “Next” button

i Y ubiKey Personalization Tool L—’ [zl

Confirm Installation yu bico

The installer is ready to install YubiKey Personalization T ool on your computer.

Click "Mext" to start the installation.

| Cancel || <Back | [ New> |
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6) The installation of the YubiKey Personalization Tool will begin

i ¥ uhiKey Personalization Tool | |

Installing YubikKey Personalization Tool yu b i CcO

“fubif.ey Personalization Tool iz being nstalled,

Pleaze wait...

< Back Mext >

7) Once, the installation is complete click on the “Close” button

i Y ubiKey Personalization Tool

Installation Complete yu bico

Yubikey Personalization Tool has been successfully installed.

Click "Close" to exit.

Cancel ¢ Back

8) You can start the YubiKey Personalization Tool from start > All Programs = Yubico
- YubiKey Personalization Tool = YubiKey Personalization Tool

g ubico v | B Yubicey Perconaization Too  # Wubiitey Perconaization Tool
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4.2.2 Linux Platform

1) Download the Cross-Platform Personalization tool for Linux

2) Open the command shell

3) Extract the YubiKey Personalization Tool files by executing the following command:
# tar -xvzf "YubiKey Personalization Tool Installer-lin.tgz"
This will extract the files under the Yubico folder

4) Run the YubiKey Personalization Tool by executing the following command:
# sudo sh "Yubico/YubiKey\ Personalization\ Tool.sh"

4.2.3 MAC OS X Platform

1) Download the Cross-Platform Personalization tool for Mac OS X (Intel)
2) Double click on the “YubiKey Personalization Tool Installer-mac.dmg” file

_ @ Finder File Edit View Go Window Help

YubiKey
Personali...mac.dmg

3) This will mount the content of the YubiKey Personalization Tool dmg package as a
file storage disk and will open the content of the mounted disk in a file browser.

® Finder File Edit View Go Window Help

YubiKey YubiKey
Personali...mac.dmg Personali...Tool 3.0.1
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4) Double click on the YubiKey Personalization Tool. This will open the YubiKey
Personalization Tool

Yubico OTF  QATH-HOTP  Static Password  Challenge-Response  Settings Tools  About  Exit

Ha Yuhikay ingsrted

The Swiss Army Knife for the YubiKey

Firmrsare Version:
Personalize your YubiKey in: I
=§ suhicn OTP Hode
-~ TH-0T Serial Mumbier
Dec: WA
= Salic Paccwned Made
Hex: WA
= [ralkenge-Aesponce Mode [rr—
I yoa havs any questions or supgestions, please send 2n emal ke SUDDOCEVUDKD.com
Fuabanes ﬂ&
ubica OTP MiA
I Corfigurations: M
ATH-HFTE LT
Sgpicabon Versian: 10,1 Snatic Passmend Mid
Beild Timestarrz: Jul & 2011 11:84:17 Soan Code Mode N
ralleng i

Cogyvight & 2011 Wulics. All Righbs Resered,

yubico

TR kg 1 DR Lhadid
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5 Using the application

The cross-platform YubiKey Personalization Tool provides the same functionality and user
interface on Windows, Linux and MAC platforms.

In this guide we are using the cross platform YubiKey Personalization Tool on Windows
platform but the functionality is the same on all platforms.

The functionality provided by the YubiKey Personalization Tool is explained in detail in the
following sections.

5.1 Common Tasks and settings

You can use the YubiKey Personalization Tool to carry out some common tasks like finding
out the YubiKey firmware information and other details.

Also, there are settings which apply to all the tasks. These tasks and settings are described
below:

5.1.1 Getting the YubiKey Firmware version

To get the YubiKey Firmware version, serial nhumber of the YubiKey and the features
available in the YubiKey, follow the steps below:

1) Start the YubiKey Personalization Tool

. Yebiday Poresnalization Toal

Yublce OTF  OATH-HOTP  Btatic Password  Challenge-Besponse  Scttings  Tools  About  Exit

Mo Yubiey inserted

.
The Swiss Army Knife for the YubiKey I“[
Firsmare Yerslon:
Personalize yaur Vabikey In! i
- TF 1
Sarinl Mumbar
= DATH.HOTE Modg
o [T )
- Eansenni Hen RA
= Chaloncg-Fgsaonse Mode Madhes iR

o yau hava & warhiang or suggertane, plesss pend sn el o S DU G0, L0
" e " o Festures Supported

Wob e OTR His
2 Configurations WA
UTH- TR Wk
Applcatian Warpan: 3001 Eatio Peckpaond Hi&
Bk Tmartamp: 1 6 2011 10:32:59 Scan Codubode  W/R
e R Wik
Copsight © D112 Wabico. AN Rights Reserved,
bi
thie kiry bt hous

2) Insert the YubiKey into a USB port
3) The YubiKey related information will be displayed on the right hand side of the tool as
highlighted in the image below:
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51.2

Yublco OTR  OATH-HOTE  Btatlc Password  Challonge-Respanse  Settings

Tools  About Bl

The Swiss Army Knife for the YubiKey

Yubikew is imserted

Perzonalize your Yubikey in:
=p Lo OTP Modg

= DUTH-HOTP Mods
= GlancPaseword Hods

= Chalenge-Responss Hode

I yau have any guestians o supgestons, desse send an emal to pupootE@yubios com

apoboatian Yerzon 3041

Cepyeight @ M1 vubies, all Righls Paserved.

Dusks Temgstamp: Tl 6 2010 L0285

Firsvmars Yerslon:
2Ea

Serial Humber

Dwe: 1FM n
HEx: 44T [}
Madhes:cfbd u

Feslures Supporied

Tuhicz OTR 4
2 Conhgurations w
CrATH O TR w
Stabic Pasaword o
Fean Code Mods L
Chalkenpe-Response o

yubico

Settings

The settings available under the
configuration modes.

Fubloco OTE BATH-HOTP Static Password Challengre-Raspansa

“Settings” tab are common

Toals

and applicable for all

About Exit

Settings
General Settings
[F] Use and anforcs customes prefiz (Oecimal) [

Dwtput Settings
Mutput Formsat

Yubikey is imverted

Firmware Yersioni

Broii Savm by dava your satings

lhue]ltmul]l

Restore Defawlts

Farded
Dutput Speed Throktling
—_— @ Serial Humber
Gtk Charsmer Rate Ehandand &
T Dol 123 ﬂ
[ &idd = shaet delay befare sending GTP part [Z] wdd & short delay after sanding GTF paet
Hee: gadz D
Serial £ Visibllity Settings (Yubikey 2.2) ﬂ Static Fassmord Setttings fradhe:cid u
[=] Bustton at etwrhup "] emnhle msnusl updets weng the buston (ehikey )
[l U des Featires Sugported
[ @27 call dsien OTH o
2 Configuratans W
Lagging Settings CATH-HOTE o
St Pacsmnnd W
=] Lag canfigoration aulput
' Fran Code Hode W
Lesy dutput File |C'.-'Dumm¢rﬁs and SethingeTitn_Fabloonfiguration_log ooy | Brwse halanga-Rasponee o
Actioms

yubico
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The settings are described below:
1) General Settings:

Use and enforce customer prefix (Decimal): This is not common but if your organization
has been provided with a customer prefix by Yubico, enter it here in decimal format
and all public identities when you program YubiKeys will have this customer prefix
enforced. If no customer prefix is entered a default prefix will be used.

2) Output Settings:
a) Output Format: Output Format specifies how the OTP will be emitted from the
YubiKey.

If the first “Tab” button is pressed (highlighted when activated), then the first character
emitted from the YubiKey will be a TAB, typically used to move the cursor to the next
input field.

If the “Tab” button between Public ID and OTP is pressed, then in order to separate
the fixed (public identity) part and the OTP part, a TAB can be inserted to move the
cursor to the next input field

If the “Tab” button after OTP is pressed, then a final TAB will be sent after the OTP
part, typically used to move the cursor to the next input field after the password.

If the “Enter” button is pressed, then an ENTER as the final keystroke will be sent,
typically used to trigger a default (OK) button or to complete input from a command
prompt.

Un-pressing (button not highlighted) these buttons will cause the corresponding Tab
or Enter button not to be active.

b) Output Speed Throttling: Normally, the USB host polls the IN interrupt endpoint at
the rate it can receive characters. The default poll rate is 10 ms which means that
Yubikey will output characters at a full speed, a key entry is sent every 10ms. Each
complete keystroke represents a key-down and a key-up cycle, which means that
about 50 characters per second can be output.

If there are issues with lost characters due to a too high character output rate, the
output can be slowed down. This can be needed on slow or busy computers/servers.

There are four speed options:

i. Standard: If Standard is selected, then no delay will be added

ii. Slow down by 20 ms: This selection adds a 20 ms additional delay for each
keystroke (10 at down and 10 at up). Given a default endpoint poll rate of 10
ms, this throttles the rate to about 25 characters per second.

iii. Slow down by 40 ms: To further slow down the output, an additional 40 ms
delay will be added.

iv. Slow down by 60 ms: To further slow down the output, an additional 60 ms
delay will be added.

Add a short delay before sending the OTP part:

If there is some parsing - or GUI rendering delay for a particular application, an
additional 500 ms delay can be inserted before sending the OTP.

Cross-platform YubiKey Personalization Tool © 2012 Yubico. All rights reserved. Page 16 of 54
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3)

4)

5)
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Serial # Visibility Settings

Introduced with Yubikey 2.2, a non-alterable, factory programmed unique serial number is
included. The serial number has no direct link to the public identities configured. The
configuration bits are logically ORed between the two configurations so if a bit is set in at
least one of the configurations 1 or 2, that specific serial number feature is enabled.

It has three options:

i. Button at startup: Checking this option allows the serial number to be read at
device power up. Simply hold the YubiKey button while inserting the YubiKey in
the USB port. Then release the button after one second and within 5 seconds.
The serial number is outputted as keystrokes so keep a text editor or something
similar open while performing this action so that you can capture the information.

ii. USB descriptor: Checking this option makes the device serial number visible in
the serial number field in the USB device descriptor. Please note that the device
must be removed and reinserted after this bit is set in order for the operating
system to recognize the updated device descriptor.

iii.  API call: Checking this option allows the device serial number to be read via a
client-side application via a software interface, such as the YubiKey Client API.

Static Password Settings
Allow the user to manually update using button:

This function can be used with legacy password systems where the user can update the
device secret ID part by holding the YubiKey button for 8-15 seconds and then release it.
The YubiKey LED then flashes and a single press confirms the update. When pressed,
the secret ID part is updated with a new random number and the new static password is
outputted automatically.

Logging Settings

In “Logging Settings”, you can specify whether to log all the parameters used for
programming the YubiKey in a log file. Selecting the “Log configuration output” will
enable logging. You can store the log file anywhere on the system. Browse to your
desired location. The log output file will be in .csv format.

6) Actions

In “Actions”, you can save the selected settings or you can select restore to default.

Tools

The Tools option provides a simple “calculator” to allow quick conversion between different
numeric representation formats

1)

2)

Hexadecimal: This field shows and accepts only packed (non-delimited) hexadecimal
strings
Modhex: This field shows and accepts only packed (non-delimited) Modhex strings

Cross-platform YubiKey Personalization Tool © 2012 Yubico. All rights reserved. Page 17 of 54
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3) Decimal: This field uses the first four bytes to represent a 32-bit unsigned long integer
(DWORD). Byte ordering can either be Little Endian (LSB leftmost) or Big Endian (MSB
leftmost)

5.1.4 Getting help

If you want more help about any settings/ terminology used in the YubiKey Personalization

e

Tool, then you can click on the help button next to that settings/ terminology

5.2 Creating a Yubico OTP configuration

You can configure the YubiKey to emit the standard Yubico OTP of 44 characters. There are
two options available to configure the YubiKey in standard Yubico OTP mode, one is “Quick”
and another is “Advanced”.

Both the options are explained below:

5.2.1 Quick Option

You can use the “Quick” option to quickly configure the YubiKey to upload the AES Key to the
online Yubico OTP validation server.

To configure the YubiKey using “Quick” option, follow the steps below:

1) Start the YubiKey Personalization Tool

v ubitey Porsonalization Tasl

Yublce OTF DATH-HOTP  Etefic Password  Challenge-Response  Betbings Tools  About Endit

Ho Yubikey inverted

The Swiss Army Knife for the YubiKey

Firmuware Yersion:

Fersonalize your YubikKey in: Wt
=y rubio OTF Mpdg
gerial Masber
e QETH-HOTE Mode
(=TT T
Stabc Posseorg Mods
- Hazx: )
= Chalerge-Bedpgras Mods [T —
iens, i SUDCOrtRVLE 0o oo a
I v hase Sy QUESHENS OF Puggastiang, phesss sard an ameil o =] R
righico OTR LG
3 Conlguratians Wi
JATH-HSTR HiE
Applicstios werdion: 30.1 srshp FPagpannd Mk
Baild Tirestamg: Jul & 2001 20-39: 99 Boan CadeMods WA
hall o Wia

Cographt & 2041 Vb, All Righks Resereed,
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2) Click on either “Yubico OTP” or “Yubico OTP Mode” as highlighted in the image below:
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Conpnght & 2001 Vuioo, & Rights Reserved,
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3) Now, click on “Quick” button as highlighted in the image below

4)
5)
6)

ey Pureonalizatian Taal

Yublco OTP  OATH-HOTP  Btatic Password  Challonge-Rosponse  Settings Toals  About Exie

sz YubiKey inserted

Program in Yubico OTP mode

Guicky pragram s by for uses with Yebics validatian Seever

Advanced
Firmware ¥oruinn:

Allrs §0U S0 Bregram one or mors Tubiers Wi graster conkrod ovar the corfiguraton valies ™

Serial Mumdber
Dec: Kk
Foax: K&

Hed hax: K

Features Supperizd

Tibien GTR Wi
2 Configueatians A8
CGRTH-HOTF WA

Shatic Pagswnrd R
Sean Cods Mide L
Chalarge-Ragpones B

yu bic

Fo by DS e Choud

Insert the YubiKey into the USB port
From the “Configuration Slot” select the appropriate configuration slot

The “Yubico OTP Parameters” will be auto generated. If you want to regenerate the

parameters click on “Regenerate” button

Cross-platform YubiKey Personalization Tool © 2012 Yubico. All rights reserved. Page 19 of 54



Yubloo OTP

DATH-HOTR

Static Password  Challenge-Response  Scttlngs Tools  About Enit
Fublkey i insnrtod
Program in ¥Yubice OTP mode - Quick
Configuration Siot
Seleel the canfiguration skl b ba programmed
& Configuraton St 1 O Configurstion Sl 2 L]
Yubizo OTP Parameters fauls generated}
Pubdic [dantity [ bytas Medhes) [ww kb v iz d i B Firmwsrs Yersion:

[ ridks waluss

Frivate Tdentity (& Bites Mex) T —

Secrat Key (16 hytes Hax) |

Actions

Fress Werte Corfigeratios buen to program your Fubidey's selected comfigurabion slck
‘Wirite Configuration Uplaed b Yubloo Regenerats Back

k20

Swrial Fumber
Dext 1EM n
dE n

o

Feedhea oftd

el

Features Suppprted
Tubica OTP 4
2 Contiquratians W
QATH-HOTP 4
Zkahic Pasasaned o+
SoEn Cods Mods w
Challarge-Raiponie  «
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in standard Yubico OTP mode.

¥ ubitey Porsonalization Tasl

7) Now, from “Actions” click on “Write Configuration” button. This will reprogram the YubiKey

Fublco OTR OATH-HOTP

Static Passvword  Challenge-Rosponse  Settings Tools  About Ewit
|f Yubikey [Public [D: vakbvedcilj) has beon succossfully configured I YubiKer is insartad
Program in Yubico OTP mode - Quick
Configuration Skst
Selnct the configurason ot tn be programmed
5] Configurshion Siok 1 ) Configuratizn Skt 2 L
Yuhizn OTP Parsmeters (swto generated)
Puibdie [dentity {6 bytas Madhe o) wr kbvmaziliy | w Firmaware Yersion:
[=] Hida valuan EEE ]
Frivate Identiy (6 bytes Hex) [ ——— ] W _— -
Beoret Key (16 bybes Ha) | L]
Oect 1238 n
Actions Hexl 0442 n
Freus Write Soafigaration buttan o pregram yaur Tubikay's sekcted canfs uratan skt Fighi - oftd n

wWrite Configuration | I Upinad &o Yubdco J [ Regencrakn I |

Back J

Festures Supgorted
rabiy TR g
2 Cenfiguratizne o
QETH-HOTR w
Exnatic Pasinond ¥
Scan Code Moda o
Chellangs-Assponss

yubico

8) Now, click on “Upload to Yubico” button. This will open a new internet browser window
and will redirect automatically to the Yubico AES Key upload page. This will also populate
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the corresponding fields on the AES Key upload page with the values used for
reprogramming of the YubiKey.

idbaca OTF OTF  8tatic Passwond  Challengo-Rosponse  Bottings  Tools  Abdat  Ewi

FuliiCey o ingeeted

Program in Yubice OTP mode = Quick

Coaligueation &hat
Subsct Ta cardigursaen sick fa b rogramm ad
50 ardwpasetaon SR 1 3 anlapraton Skt & L1

Faliica 0P Parsmnetsie (40 geasrabed)

Fufic vt i btan Magdhac] e bl e il i ] B rirmeare vemsios:
5] Hida valhm FELY
Frivale Dbty (8 bates Hev) AT @
l Gerigl Husiher

Sworet ey (LE bytna Hex] | o

ome: 12 o
axtians E T H o
Praps Mre Condguesdon bubion i grogram pour Yobiey's selscosd configerstion dai [ —— o

‘iribe Coaligeration | Reqeserste | | Back |

Faaturas Ssppartsd

s OTF

2 Carbgrrator
DETH-HOT?

Stabc Faasmard
Scan Coda Mads

S al arge-Aa poni

L Y

yubico

yubico

Tal I el

Yubico AES Key Upload

Blease entes rilarmaton sboul youw newly perdamalizad Yubikay

Plegge mote: I takes 15 minules o an uoplosded identity Lo become valid on our validation
serviers. Please wail 15-20 minules befores testing an uploaded fdentity.

tour e-inail addeess: |

Gerial AUmber: [1234
ubikey grefis |eetimanicaliy
Iritarnal idanmty : | =021 k0
BES Ket |1ﬁﬁ-ﬂﬁﬁﬁﬁd511dnﬁl35d5?i5-m.‘lﬁz
QTP from the fubidey: |
|L Type e tveo wards:
[ 1

[ Uplnand 2ES kay |

Provide email address and tab to the OTP from Yubikey filed and press the YubiKey button.
Finally enter the captcha and click on “Upload AES key” button.

This will upload the AES Key to the Yubico OTP validation server. Please note that, the AES
Key upload functionality takes some time to update all the corresponding databases so wait
for 10-15 minutes before you try to validate the OTPs with the online Yubico OTP validation
server using link http://demo.yubico.com/php-yubico/one_factor.php
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5.2.2 Advanced Option

To program the YubiKey using your own parameters to the standard Yubico OTP mode, you
can use the “Advanced” option.

To program the YubiKey in “Advanced” option, follow the steps below:

1) Start the YubiKey Personalization Tool

[ vubitey Porsonalization Tasl

Yublco OTP DATH-HOTP Static Mfassword  Challengo-Responsa Baotkings Tools About Enit
Ko Yubikey inverted
The Swiss Army Knife for the YubiKey
Firmware ¥ersion:
Personalize yous Yuhikey in: Wen
m rubion OTP M
Serisl mmbnr
= QATHHOTP Modg:
[T ]
Shatic B s
- Haxl (]
= Chalenos-Resoorgn Mods Modhex:Hdh
b ha ti tizne, el ilba FUOEODd o000
yau have any quaghone or ougganl 0, plawes gard an amsi - —
frisbicy OTR Hig
2 Configuratizne His
QHTH-HOTP LG
Applizabice Werzicn: 1.0.1 ERalip Psbaded Hie
Build Timastamz: 3l & 2011 10-28:39 Scan CodeMods WA
Chalbangs-Razp W
Copyight & Hidd vubem. Al fighis Aegaraed,
bi
thvie Wty B Bl 2houid

2) Click on either “Yubico OTP” or “Yubico OTP Mode” as highlighted in the image below:
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3) Insert the YubiKey to the USB port
4) Now, click on “Advanced” button as highlighted in the image below

Ly Parpanaliratizn Teal

Yubloo OTR ATH-HOTP Btatic Password Challenqe-Response  Battings Taols Ahaut Euit

YukiEny iz Inzerted
Program in Yubico OTP mode

Quicky pragram a Tub sy for use rith Tulbico Vakdstion Sereer

Farimare Yersion:
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Eerlal Humiser
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Hex:  Dddz a
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“ubdoe ST W
= Carfiquratiany o
CUETH-HOTR L
SLati: Passmerd o
Sean Cocks He=de L
Cralenge-fospanse

yubico

D by Do e Choued

5) From the “Configuration Slot” select the appropriate configuration slot

6) If you want to program multiple YubiKeys, then select the “Program

7) If the Program Multiple YubiKeys” option is selected, you can specify if you want to
automatically program the YubiKeys when inserted or you want to click on the “Write
Configuration” button every time to program a new YubiKey. Also, you can specify how
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the parameters used for programming the YubiKeys will be generated. There are two
options:

Yuhlea OTP  OATHEHOTR  Static Passwonl  Challange-Rasporss Sellings Toals  Alsma Exit

Yubikey is inseried

Program in Yubice OTP mode - Advanced

Corfiguration Slot

Lalact the combhgurstan slet ba b pre=grammesd

5 Canfiguratisn Skt 1 1 cealiqurasos Slet 2 L]
[£] Pengrann Multiphs Yl eys Candiguraties Fratection (5 bytes Hew) L)
] Sertcenaticaily propram ubica e whe n irsartad “ubkaais] prteited - Changs Aot wacs | | Frrmmare versiont
Paramater Gasarstan Schams B Currark Accags Cads [orezopopenon | | 228
!._ & Idaratisg; Zacrat - Nar Accass Cada 03 09 00 00 00 an
st Redemn M = 1 Fl e o e TE b Serial Humber
i e oen 123 ]
[l Puskc dmsbity (1-28 bptew Medbax) |.jr.m,-.f.;= | [= ) |ﬁ Hax: o2 n
Pubic [dsntty Langth |5_:| 8 bytae = defavlt baregth ae raguired by Tusics: OTP validetian sareer) Muodhe:ohd D
[#] Private Tdensty (6 bries Hax) |53 00098 eci7 [ Generate | @
Facrat Ky (U6 byies Hax] Iﬂ 9 g be al SF 38 36 0L 05 ab Ob 36 L4 42 &d l Ganerain -ﬂ Features Supparted
Pabicn TR o
Actione 2 Canfigerations -
Prass Wiine Conduration bution to pragram vaue vulider’s sabsoied configuration skt ANTH-HOTS "
Wirite Configquration Shop Resat seabic Fageward +
Sean Sode Mads L
Besults Chalesge-Sesponse o
| & ubbcdackity (Maches) | Shatun | Timestasp
-
yubico

i) Increment Identities; Randomize Secret
i) Randomized all parameters

Select the appropriate option. For more information, please click on the help button @ .

8) To protect against unauthorized update of a specific configuration, a configuration
protection password can be added. Then, in order to update or remove this configuration,
the corresponding configuration protection password must be used, otherwise the request
is rejected.

In the “Configuration Protection” section, you can specify if you want to set the
configuration protection password.

There are five options available:
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i) YubiKey(s) unprotected — Keep it that way:
i) YubiKey(s) unprotected — Enable protection:
i) YubiKey(s) protected — Disable protection:
iv) Key(s) protected — Keep it that way:

v) YubiKey(s) protected —Change access code:

Select the appropriate option. Click on the help button @ for more information.

9) From the “Yubico OTP Parameters”, you can select Public Identity, Private Identity and
Secret Key.
i) Public Identity: The public identity is the first optional fixed part of the OTP string,
used to identify a YubiKey. This field is sent in clear text.

The public identity is optional. If there is no requirement for it, uncheck the “Public
Identity”.

If used, a length between 1 and 16 bytes has to be specified. Any length between 1
and 5 bytes is considered a “private scope” and won’t create any interoperability
issues. A public ID length of 6 bytes or more is for use with the Yubico validation
server architecture or for future extensions. A unigue customer prefix can be acquired
from Yubico. The customer prefix is set in the Settings, see section <need to
update>. If a customer prefix is set in the configuration, a public ID length of 6 bytes
is enforced, where the first three bytes contain the unique customer prefix.

By default, it is randomly generated and set to 6 bytes length. You can regenerate it
by clicking on the “Generate” button next to it.

L2

For more information, click on the help button.
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i) Private ldentity: The private identity is a secret field, included as an input parameter
in the OTP generation algorithm.

Utilizing the private identity field is optional. If there is no requirement for it, uncheck
the “Private Identity” and the field will be forced to all zeroes.

By default, it is randomly generated and set to 6 bytes length. You can regenerate it
by clicking on the “Generate” button next to it.

L]

For more information, click on the help button.

iii) Secret Key: The secret key is used to encrypt the OTP. By default, it is randomly
generated and set to 128bit length. You can regenerate it by clicking on the
“Generate” button next to it.

For more information, click on the help @ button
10) From the “Actions”, click on the “Write Configuration” button to configure the YubiKey in
standard Yubico OTP mode.

If you are programming multiple YubiKeys and have selected the “Automatically program
YubiKeys when inserted” option, then at the time of programming the first YubiKey, you
need to click on the “Write Configuration” button. Afterwards, you need to just remove the
programmed YubiKey from the USB port and need to insert the new YubiKey. The new
YubiKey will be programmed automatically.

If the “Automatically program YubiKeys when inserted” option is not selected, then you
need to click on the “Write Configuration” button every time you program a new YubiKey.
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5.3 Creating a OATH-HOTP Configuration

The OATH-HOTP configuration allows the YubiKey to be used in an OATH HOTP ecosystem
as outlined by the RFC 4226 specification.

The OATH-HOTP functionality is available from firmware version 2.1.

There are two options available to configure the YubiKey in OATH-HOTP mode, one is
“Quick” and another is “Advanced”. Both the options are explained below:

5.3.1 Quick Option
You can use the “Quick” option to quickly configure the YubiKey in OATH-HOTP mode.

To use the “Quick” mode, follow the steps below:

1) Start the YubiKey Personalization Tool

[ ¥ubitey Prrsonalization Tasl

Yublco OTR DATH-HOTR Etatic Password  Challonge-Responsa Bottings Tools Abput E it

Hu Yubikey inverted

The Swiss Army Knife for the YubiKey
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- W Den N
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=p Chalgroe-Fosporsg Mods Madhes K

f yzu havs any quatione or wggactizng, pass gand an amsil b [Rea (== DAN CTe=F ]
= ra = w g Festures Supgorted

risbi TR LT
2 Cenfiguratizne MiE
ATH-HOTR HiR
Applicabios Wersion: 1411 Exnetip Paspannd W&
Euild Timarkamz: Jul & 2001 10-28:39 Saan CadeMode /A
Chellangs-A Wi

Coprapht © 2011 vibe, All Rights Resarsed.

yubic

ek by 05 DRl £h303

2) Click on either “OATH-HOTP” or “OATH-HOTP Mode” as highlighted in the image below
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3) From the “Program in OATH-HOTP” mode click on “Quick” button

B vubitey Porsaneliration Tasl

Yublco OTP DATH-HOTP  Static Password  Challenge-Response  Bottings Tools  About

=

Program in QATH-HOTP moda

Csichp program 4 Tubikey in SATH BOTF misde

Alara you bz pragram ane ar rars TubiKeys in OATH-HITH mode mth greabar central cver the cenfiguratian vabies

Mo Yubikey inverted

Ll

Firnwware Yerslon:
Wik

Serisl Mumher

Dect B

Haxl (]

Muahiga bt

Festures Supgorted
sbiica QT Hie
2 Configuratizne His
ATH-HOTR Wil
Snetip Paddond HiE
Soan Code Modae T

Chellsngs-Rasponss WO

yubico

4) Insert the YubiKey in the USB port

5) From the “Configuration Slot” select the appropriate configuration slot
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6)

7

8)

9)
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The YubiKey supports the Token Identification Specification as outlined by
openauthentication.org. If enabled, the YubiKey can automatically output a unique
identification string preceding the HOTP.

From the OATH-HOTP Parameters (auto generated), select the OATH Token Identifier (6
bytes) if you want the YubiKey to output the OATH Token Identifier.

By default, the MUI will be set to the serial number of the YubiKey (if reading the serial
number of the YubiKey is enabled). If you want to change it, you can click on the
“Generate MUI” button.

L]

For more information, click on the help button.

Select the appropriate HOTP Length. For more information, click on the help @
button.

Deselect the “Hide secret”, if you want to view the “Secret Key”. The Secret Key will be
randomly generated
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10) From the “Actions”, click on the “Write Configuration”. This will program the YubiKey in

the OATH-HOTP format.
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5.3.2 Advanced Option

To program the YubiKey using your own and with greater control over parameters to the

OATH-HOTP mode, you can use the “Advanced” option.
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To program the YubiKey in “Advanced” option, follow the steps below:

1) Start the YubiKey Personalization Tool

Yublce OTF OATH-HOTP  Ststic Password  Challenge-Responss Bettings  Tools  About  Ewt

Ho Yubitey inverted

The Swiss Army Knife for the Yubikey

Firmaware Yersion:
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Wi
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= Chalopos.Rosporao Mods Faghigoa ba
H ha ] tizng, pla med ilbe SUDECITE G0 oo a
wau have any quasticns or mggashcns, pasce sand an amesi Features S
sk TR Lo
2 Configuratizne WA
QATH-HOTR WA
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Euild Timartamz: Jul & 2001 10-78:59 Zzin CoduMods AR
chall A W
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2) Click on either “OATH-HOTP” or “OATH-HOTP Mode” as highlighted in the image below

! Yuhikey Parronaliratizn Teal

fubico TR l.‘hkTH-HGTPl Btatic Password  Challenge-Response  Sattings  Tools  Abowt  Exit
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e oy b e cloud

3) From “Program in OATH-HOTP” mode, click on the “Advanced” button

Cross-platform YubiKey Personalization Tool © 2012 Yubico. All rights reserved. Page 31 of 54



Tublco OTF  GATH-HOTR  Gtatic Password  Challenqe-Response  SBattings  Tools

Abaut

Exit

Program in OATH-HOTP mode

Quicky pregram s Fohidey in QATH-HOTR mcds

Alkips F0u 0 BrOIREM G OF Mens TUBKES in GATH HOTP made with greater carfrel aver the canfruratian vakes

YukiEny in inunrted

Firmuare Yersiont

228
Enrial Humber

Deor 1234 0
Hewl  DadE n
Wadhe i chtd n

Features Suppasted

Tukico TTF ¥
2 Canf T o
CETHHETP W
Static Fagpsord o
Sean Cods e w
Chalesge-Rasponie  «

yu bic

g b the s

4) Insert the YubiKey in the USB port
5) From the “Configuration Slot”, select the appropriate configuration slot.
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6) If you want to program multiple YubiKeys, then select the “Program Multiple YubiKeys”

option

7) If the Program Multiple YubiKeys” option is selected, you can specify if you want to
automatically program the YubiKeys when inserted or you want to click on the “Write
Configuration” button every time to program a new YubiKey. Also, you can specify how
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the parameters used for programming the YubiKeys will be generated. There are two
options:

i) Increment Identities; Randomize Secret

i) Randomized all parameters

(2]

Select the appropriate option. For more information, please click on the help button

8) To protect against unauthorized update of a specific configuration, a configuration
protection password can be added. Then, in order to update or remove this configuration,
the corresponding configuration protection password must be used, otherwise the request
is rejected.

In the “Configuration Protection” section, you can specify if you want to set the
configuration protection password.

There are five options available:

i) YubiKey(s) unprotected — Keep it that way:
i) YubiKey(s) unprotected — Enable protection:
i) YubiKey(s) protected — Disable protection:
iv) Key(s) protected — Keep it that way:

V) YubiKey(s) protected —Change access code:

@

Select the appropriate option. Click on the help button for more information.

9) The YubiKey supports the Token Identification Specification as outlined by
openauthentication.org. If enabled, the YubiKey can automatically output a unique
identification string preceding the HOTP.

10) From the “OATH-HOTP” Parameters, deselect the “OATH Token Identifier (6 Bytes)” if
you don’t want the YubiKey to automatically output the identifier.

11) If the “OATH Token Identifier (6 Bytes)” parameter is selected then, there are four options
available to output the OATH Token Identifier.

i) All Numeric

i) OMP Modhex, rest numeric

i) OMP + TT Modhex, rest numeric
iv) All Modhex

L2

For more information about the OMP, TT and MUI, click on the help button next to

OATH Token Identifier.

Select the appropriate option.

12) Select the HOTP length. For more information, click on the help button @ .
13) Select the appropriate option for the “Moving Factor Seed”. There are there option:

Cross-platform YubiKey Personalization Tool © 2012 Yubico. All rights reserved. Page 33 of 54



Tubica OTF DATH=HOTE  Static Passwond  Challenge-Besponse Sallings Tooks  Aboul I=il
¥ubiley iv Inserizd
Pragram in OATH-HOTP meode - Advanced
Candigueation slok
Saleck the carfi £ 10 e prage 20|
(™ Cardguration Skt 1 ™ Carfgurabion Shat 2 [
=] Program Hultigle Yubikeys Canfiguratsss Frolectiam (& Bples Hex] (7]
[=] desborraticsly pragras Tubikers when insered ‘Febkasishuraratected - Kaep & thet way = Firmmars ¥arsian:
Faramater G o RTINSOt W Current Aoosss Cods |: -2
|Ererement dentiies: Rasdomize Secrer w  Kew Accans Cads 1] certal raber
UATH-HOTF Faramelzrs Dee: 1IN |
[] 4#47H Token 1deraifiar 46 Brtesl  [al nemars | W Fewl D44E |
W (2] + TT 1] + MUE {2} E E [foent1en I[e o LT | Hedbay :cfid §]
FEXTF Lanath o
Moving Facior Sead [Fiaed 20 = B w Feugteres Supported
Ssgrat Ky (50 bptes Hexd Frosd froder1szene s [ Generate | @ witiee QTR -
Ii"'""'"".“—l 2 Configuratians o
HActians QETHHITI W
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i) Fixed zero

iy Fixed

iii) Randomize

For more information, click on the help button L2 .

14) To generate a random Secret Key, click on the “Generate” button.

15) From the Actions field, write on the “Write Configuration” button. The YubiKey will be
programmed in OATH-HOTP mode

5.4 Create a static configuration (Static Password)

54.1

The static mode is provided to create “hard to guess and remember” password. There are two
options for password configuration — Scan code and Advanced.

Both the options are explained below:

Scan code

The scan code mode provides a mechanism to generate a string based on any arbitrary
keyboard scan code. Please note, this mode may create incompatibilities if different national
keyboard layouts are used as the mapping varies between countries. It is therefore
recommended to primarily be used on the same keyboard layouts and/or on the same
computer. The scan code functionality is available for YubiKey 2 only. YubiKey 2.2 adds
support for up to 38 characters (compared to 16 characters in 2.0 and 2.1).

To program the YubiKey in the Scan code mode follow the steps below:

1) Start the YubiKey Personalization Tool
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2) Insert the YubiKey in the USB port

3) Click on either “Static Password” or “Static Password Mode” as highlighted in the image

below

Yublco OTR DATH-HOTP  |Static Password | Challenge-Response  Bottings Tools  About

Enit

The Swiss Army Knife for the YubiKey

Personalize your YubiKey in:

228
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Oect 1234 (]
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b ha H tizng, red il ba ey (T enF e ] a
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frisbicy OTR "
2 Configuratizng o
QATH-HOTR o
Applicatine Wericn: 3.0.1 mehic Passaond W
Eaild Timmskarmngz: Jul £ 2001 10:-28:39 Zzan Czde Moda b
Chalbangs R *

TubiKey in inwerted

Firmware Yersion:

Copyight & Hidd vubem. Al fighis Aegaraed,

yubic

ik kary' b5 Chl Sh30d
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4) From “Program in Static Password mode”, click on the “Scan Code” button
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5) From the “Configuration Slot”, select the appropriate configuration slot.

ubiey PorsonaBraiion Tasl
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6) If you want to program multiple YubiKeys, then select the “Program Multiple YubiKeys”
option

7) If the Program Multiple YubiKeys” option is selected, you can specify if you want to
automatically program the YubiKeys when inserted or you want to click on the “Write
Configuration” button every time to program a new YubiKey.
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8) To protect against unauthorized update of a specific configuration, a configuration
protection password can be added. Then, in order to update or remove this configuration,
the corresponding configuration protection password must be used, otherwise the request
is rejected.

In the “Configuration Protection” section, you can specify if you want to set the
configuration protection password.

There are five options available:

. Yubiley Porsonelization Tosl
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yubico
i) YubiKey(s) unprotected — Keep it that way:
i) YubiKey(s) unprotected — Enable protection:
iii) YubiKey(s) protected — Disable protection:
iv) Key(s) protected — Keep it that way:
V) YubiKey(s) protected —Change access code:

@

Select the appropriate option. Click on the help button for more information.

From “Passwor
password.

menu select the “Hide Password” if you want to hide the entered

9) In the “Password” field, enter your password. If you want a "Tab” in your password, then
click on the “Insert Tab” button. If you want to correct/re-enter the password, then click on
the “Clear” button.

The total length of the password will be displayed in the “Password Length” field.

Cross-platform YubiKey Personalization Tool © 2012 Yubico. All rights reserved. Page 37 of 54



Current Aoress Cade
Blpsy Aocass oo

]
I

Password ]
] Hide Passrard

14 (Maxz. 38 chars for fubsay 22 ard 18 chare fzr 2.0 and 2.1
yubcaiyubikey |

| mmsertTab | |

Fanimond

Clear |

I:I:H Itis stronghy recomeme rded b3 creats a backep YubiKey with same gassmond i case arginal Tubkey & lastroken

Actinng

Press Wiile Confaguration Butlan b3 program saus Tubikey’s selected conli purstion Hlot
Write Configer. Stop Reset

- Padaward Langth  Status  Timeakamg

Yublco 0T CGATH-HOTPE Btatic Password  Challenge-Responss Battings Taols Aot Exit
Tukikny is insorted
Program in Static Password mode - Scan Code
Configurstion §lob
Sela et the cenliguratien shet ba be pregremined
i Cardeyuratian Skt 1 Oy Configuration Slot 7]
[ Pregram reuligde Yubikeys Configuration Protection (& bybes Hea
Autnrmaticallp pragram Tobikeps uhen niamed Tubi ezl uwpraterted - Ksep & that wag wr] Firmmare Yersion!

229

Snrial Humker

Dear 1234 n

Hewt ddE n
o

Hzdbez oftd

Features Suppasted

“ubico TR o
E Confqurstans o
QETHHOTR g
Shatic Paggmord o
Goan Code Mide o
Chalesge-Raipanie

yubico

e by LS U SOl

10) From the “Actions” menu, click on the “Write Configuration” button. This will program the

YubiKey in Scan code mode.
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5.4.2 Advanced Option

YubiKey 2.x provides an interesting feature called "Strong password policy" where you can
program the YubiKey to generate very long static passwords with upper, lower case letters,
numbers and an "!" special character. Using the Advanced option, you can reprogram your
YubiKey to output such a password.

Please also note that the static password emitted from the YubiKey when configured in
"Advanced" static YubiKey configuration mode cannot be set by the user. The Static
password is generated as a result of an encryption function involving the AES key and
YubiKey parameters.

To program the YubiKey in the “Advanced” option, please follow the steps below:

1) Start the YubiKey Personalization Tool

. Yubidey Porsonglication Tosl
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2) Insert the YubiKey in the USB port
3) Click on either “Static Password” or “Static Password Mode” as highlighted in the image
below
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4) From “Program in Static Password mode”, click on the “Advanced” button

5)
6)

7

#y Porsonelization Tosl
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From the “Configuration Slot” select the appropriate configuration slot

If you want to program multiple YubiKeys, then select the “Program Multiple YubiKeys”
option

If the Program Multiple YubiKeys” option is selected, you can specify if you want to
automatically program the YubiKeys when inserted or you want to click on the “Write
Configuration” button every time to program a new YubiKey. Also, you can specify how
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the parameters used for programming the YubiKeys will be generated. There are two
options:
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i) Increment Identities; Randomize Secret
i) Randomized all parameters
iii) Fixed parameters

Select the appropriate option. For more information, please click on the help button L

8) To protect against unauthorized update of a specific configuration, a configuration
protection password can be added. Then, in order to update or remove this configuration,
the corresponding configuration protection password must be used, otherwise the request
is rejected.

In the “Configuration Protection” section, you can specify if you want to set the
configuration protection password.

There are five options available:
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Select the appropriate option. Click on the help button

YubiKey(s) unprotected — Keep it that way:
YubiKey(s) unprotected — Enable protection:
YubiKey(s) protected — Disable protection:
Key(s) protected — Keep it that way:
YubiKey(s) protected —Change access code:

L]

for more information.

9) From the “Password Parameters”, you can select Public Identity, Private Identity and

Secret Key.
i) Password Length: You can create a static password of up to 64 characters. If you
selected the “16 chars” option, then only the Public Identity part will be used. If you
selected “33” chars onward option, then all the Public, Private Identity and the AES
Key will be used for static password generation. If 32 charsoption is selected then

i)

Public ID will not be used.
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Public Identity: The public identity is the first optional fixed part of the OTP string,
used to identify a YubiKey. This field is sent in clear text.

If used, a length between 1 and 16 bytes has to be specified. Any length between 1
and 5 bytes is considered a “private scope” and won't create any interoperability
issues. A public ID length of 6 bytes or more is for use with the Yubico validation
server architecture or for future extensions. A unique customer prefix can be acquired
from Yubico. The customer prefix is set in the Settings, see section <need to
update>. If a customer prefix is set in the configuration, a public ID length of 6 bytes
is enforced, where the first three bytes contain the unique customer prefix.

By default the Public ID will be generated as 0 i.e. modhex character ¢ depending on
the length of password selected. You can regenerate it by clicking on “Generate”
button

For more information, click on the help button 2 .

Private Identity: The private identity is a secret field, included as an input parameter
in the OTP generation algorithm.

By default, it will be set to 0. You can generate it by clicking on the “Generate” button
next to it.

0

For more information, click on the help button

Secret Key: The secret key is used to encrypt the OTP. By default, it will be set to 0.
You can generate it by clicking on the “Generate” button next to it.

L

For more information, click on the help button

10) From the “Strong Password Policy”, select the appropriate options
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11) From the “Actions”, click on the “Write Configuration” button to configure the YubiKey in

Advanced static password mode.
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If you are programming multiple YubiKeys and have selected the “Automatically program
YubiKeys when inserted” option, then at the time of programming the first YubiKey, you

need to click on the “Write Configuration” button. Afterwards, you

need to just remove the

Cross-platform YubiKey Personalization Tool © 2012 Yubico. All rights reserved.

Page 44 of 54



yubico

programmed YubiKey from the USB port and need to insert the new YubiKey. The new
YubiKey will be programmed automatically.

If the “Automatically program YubiKeys when inserted” option is not selected, then you
need to click on the “Write Configuration” button every time you program a new YubiKey.
5.5 Challenge-Response mode

The Challenge-response operation allows interaction between a client-side application and
the YubiKey by support of a client-side application and interface software, such as the
YubiKey Client API. The challenge-response scheme can either be Yubico OTP compatible
mode or HMAC-SHAL.

Both the options are explained below:

5.5.1 Yubico OTP

The response is formed as a Yubico OTP where the challenge is first exclusive-ored with the
private 1D field prior to encryption. Yubico OTP mode inserts timer - and counter fields and
therefore creates a different response even if the challenge is identical.

To program the YubiKey in Yubico OTP Challenge Response mode, follow the steps below:

1) Start the YubiKey Personalization Tool

. Yubiley Porsoneglication Tosl

Yublco OTP DATH-HOTP  Static Password  Challenge-Response  Bottings Tools  About  Ewi

Ho Yubikey inserted

The Swiss Army Knife for the Yubikey I”l

Firmaware Yersion:
Personalize your YubiKey in: Wik

= ubion O19 Mode

Serisl Nwrher
= DQATHHOTP Mode
[T ]
Static Paysesed Mods
- HExil W
= Chalopoo.Rosporgo Mods Machigar b
¥ yu have any quaghcne or auggaetizne, plascs gand anoamsil by SUDECFT s G0 O00T)
Features Supporied
sk TR Lo
2 Configuratizne HA&
QATH-HOTR Wk
Applicabice Yerzion: 30,1 Enatip Paspaoed Hie
Euild Timartamz: Jl € 2001 10-78:39 Szin CodueMods AR
Shallanga R ™
Coppaght @ 5011 b, All fights Agsareed,
bi
b by Ll R ChEud

2) Insert the YubiKey in the USB port
3) Click on either “Static Password” or “Static Password Mode” as highlighted in the
image below
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4) From “Program in Challenge-Response mode”, click on the “Yubico OTP” button

5)
6)

7

B ¥ubitey Parsanalizalian Tanl
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From the “Configuration Slot” select the appropriate configuration slot

If you want to program multiple YubiKeys, then select the “Program Multiple
YubiKeys” option

If the Program Multiple YubiKeys” option is selected, you can specify if you want to
automatically program the YubiKeys when inserted or you want to click on the “Write
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Configuration” button every time to program a new YubiKey. Also, you can specify
how the parameters used for programming the YubiKeys will be generated. There are
two options:

Tubico OTP OATH-HOTR ftatic Password  Challenge-Response  Scttings Tools About Enit
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i) Increment Identities; Randomize Secret
ii) Randomized all parameters
Select the appropriate option. For more information, please click on the help button

8) To protect against unauthorized update of a specific configuration, a configuration
protection password can be added. Then, in order to update or remove this
configuration, the corresponding configuration protection password must be used,
otherwise the request is rejected.

In the “Configuration Protection” section, you can specify if you want to set the
configuration protection password.

There are five options available:
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i) YubiKey(s) unprotected — Keep it that way:
ii) YubiKey(s) unprotected — Enable protection:

iii) YubiKey(s) protected — Disable protection:
iv) Key(s) protected — Keep it that way:
V) YubiKey(s) protected —Change access code:

Select the appropriate option. Click on the help button

L]

for more information.

9) From the “Yubico OTP Parameters”, you can select Private Identity and Secret Key.

Select “Require user input (button press)” if you want the users to press the
button in order to generate the response to the challenge. If this option is not
selected then the response will be generated automatically without user

Private Identity: The private identity is a secret field, included as an input

Utilizing the private identity field is optional. If there is no requirement for it,
uncheck the “Private Identity” and the field will be forced to all zeroes.

By default, it is set to 0 and is of 6 bytes length. You can generate it by

o

i)
intervention.
ii)
parameter in the OTP generation algorithm.
clicking on the “Generate” button next to it.
For more information, click on the help button
iif)

Secret Key: The secret key is used to encrypt the OTP. By default, it is
randomly generated and set to 20 bytes length.

You can regenerate it by clicking on the “Generate” button next to it.
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For more information, click on the help button 2 .

10) From the “Actions”, click on the “Write Configuration” button to configure the YubiKey
in standard Yubico OTP challenge response mode.
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If you are programming multiple YubiKeys and have selected the “Automatically
program YubiKeys when inserted” option, then at the time of programming the first
YubiKey, you need to click on the “Write Configuration” button. Afterwards, you need
to just remove the programmed YubiKey from the USB port and need to insert the
new YubiKey. The new YubiKey will be programmed automatically.

If the “Automatically program YubiKeys when inserted” option is not selected, then
you need to click on the “Write Configuration” button every time you program a new
YubiKey.

55.2 HMAC-SHA1

The response is formed as a HMAC-SHA1L operation of the challenge. The secret is fixed 20
bytes (160 bits). The challenge (data) can either be variable 0-63 bytes input or a fixed 64-
byte string. In order to be compatible with the low-level USB interface, these modes have to
be explicitly selected at the time of configuration.

To program the YubiKey in Yubico OTP Challenge Response mode, follow the steps below:

1) Start the YubiKey Personalization Tool
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Insert the YubiKey in the USB port

3) Click on either “Static Password” or “Static Password Mode” as highlighted in the image

below
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4) From “Program in Challenge-Response mode”, click on the “Yubico OTP” button
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5) From the “Configuration Slot” select the appropriate configuration

6) If you want to program multiple YubiKeys, then select the “Program Multiple YubiKeys”

option.

7) If the Program Multiple YubiKeys” option is selected, you can specify if you want to
automatically program the YubiKeys when inserted or you want to click on the “Write
Configuration” button every time to program a new YubiKey. Also, you can specify how
the parameters used for programming the YubiKeys will be generated. There is only one

option “Randomized Secret”:

slot
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Program in Challenge-Response maoda - HMAC-SHAL

Configuration Skst

Select the corfiguration slot to be programmed

) Corfigerstion 5ot 1 1 Configuratian Skt 2 W

[«] Pragram Fultiple Yuhiknys Configuration Protection (& bybes Hex) W

[5] furtomaticaly program Wubikeys when isarted [iuinep(s) unzritected - ke it ihat war -

Parsmieser Ganeration Schame Cusrent Accass Code 1
N

] P guabees wsmr inpest Chastbon press] o
15 Wariabls inpuk 122 Pl £ bphe inpt:
i?if@dakﬂlbi’.?ﬂﬁtsﬁﬁEE&NMEZ#E1543I xenerate 'H

HMAC-5HAL Made

St Key (50 batad Hax}

Ackinne

Fress Wrre Cosfiguration buthan 1o preqram rour Tubkey's sabioted cantigurstion siat

wirite Configuration Stop Wesnt

Results
#  Gtebus | Timestamp

Yubikey is inserted

Firmiware Yersion:
29

Serisl Mambor

Oer: 13 (]
Hext 044 n
Moches: oftd n
Festures Supgorbed
b TP g
2 Cenfiguratizne o
QHTH-HOTR *
anatin Pasiaond 4
Szan Code Moda o
Chellsnga-Rasponse

yubic

ik iy’ 08 EFal

L

For more information, please click on the help button

To protect against unauthorized update of a specific configuration, a configuration
protection password can be added. Then, in order to update or remove this configuration,
the corresponding configuration protection password must be used, otherwise the request

is rejected.

In the “Configuration Protection” section, you can specify if you want to set the

configuration protection password.

There are five options available:
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Program in Challenge-Response mode - HMAC-SHAL

Configuration Siot

Slede ot the andig iratia n Shot to b peo prammed
) Canfiguraton ot 1 ) Corfiguratios St 2

[+ Pragran MHultiple YubiEeys
[+] Autommatically propram fibeks v whes ineeried

Configuration Feotection (6 Bytes Hew)

Tubkay{n) unpratecied - Kpap & that may
TUBIE R e () unprobactad - Kars it that was
“TuziE Bp L8] unEroha

ik Ep(5) pretacted « Daable protectes

Farametar Gansraton Schame
|Randamae Secest

i epis) probected - Keep £ 1hat way

i plE) probactsd - Cou -z

HHAC-SHAL Parameters

[] Raguira ursr inpzt fb=tan zree)

HMAC-EHAL Mede (& warishlw irput () Foced 4 bytw ingut
Seoret Key (20 bytas Haxd b7 5% cd 13 cb ab 27 od 82 %4 o4 52 of 9a 70 52 B2F 43| | Geserste | 6B
Actions
Frass Writs Conhgeraton bufen to grogram your Fobi<ey's eslected comfgurabion slct
‘Write Configuration Stap Risat

Rnsults

* Stafur | Timertsmp

FubiKey is inserted

Firmware ¥erainn:
z2.9

Serial mumber

Dz 1334 a
Hax:  Dddz a
Hodhex: oftd u

Features Supperied

ibecy OTR
2 CanfRurating
QRTH-HOTP
rabic Passond
Saain Cade Moy

L
W
L
L
W
Challarga-Raspones

i) YubiKey(s) unprotected — Keep it that way:
i) YubiKey(s) unprotected — Enable protection:
iii) YubiKey(s) protected — Disable protection:
iv) Key(s) protected — Keep it that way:

V) YubiKey(s) protected —Change access code:

@

9) Select the appropriate option. Click on the help button

for more information.

10) From “HMAC-SHA1” Parameters, you can select HMAC-SHA1 mode and the Secret Key.

i)

Select “Require user input (button press)” if you want the users to press the

button in order to generate the response to the challenge. If this option is not
selected then the response will be generated automatically without user

intervention.
Click on the help button for more information.

ii)
input”

ii)

HMAC-SHA1 Mode: You can select either “Variable input” or “Fixed 64 bytes

Secret Key: The secret key is used to encrypt the OTP. By default, it is randomly

generated and set to 20 bytes length. You can regenerate it by clicking on the

“Generate” button next to it.

@

For more information, click on the help button

11) From the “Actions”, click on the “Write Configuration” button to configure the YubiKey in

HMAC-SHAL challenge response mode.
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write Configuration Reset ack
Results
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If you are programming multiple YubiKeys and have selected the “Automatically program
YubiKeys when inserted” option, then at the time of programming the first YubiKey, you
need to click on the “Write Configuration” button. Afterwards, you need to just remove the

programmed YubiKey from the USB port and need to insert the
YubiKey will be programmed automatically.

new YubiKey. The new

If the “Automatically program YubiKeys when inserted” option is not selected, then you
need to click on the “Write Configuration” button every time you program a new YubiKey
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